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Abstract-Cybersecurity and cybercrime remain among the
most pressing challenges of the digital era, yet existing
research often overlooks critical dimensions that define the
evolving threat landscape. While considerable attention has
been given to technical vulnerabilities and cybercrime
indices, there are persistent gaps in addressing how socio-
economic inequalities, human behaviour, and governance
frameworks shape cybersecurity outcomes. This paper
examines three underexplored areas: first, the impact of
cybercrime on vulnerable populations and developing
regions, where limited resources and low digital literacy
amplify risks; second, the emergence of human-centric threat
vectors, including insider risks, social engineering, and
behavioural exploitation, which remain inadequately
integrated into current defines models; and third, the
effectiveness of global cybersecurity policies and cooperative
mechanisms, which are often fragmented and inconsistent
across jurisdictions. By synthesizing literature across
technical, social, and policy domains, the study develops a
holistic perspective that connects these gaps to the broader
challenge of building resilient digital ecosystems. The
findings emphasize the importance of multi-stakeholder
strategies that balance technical safeguards with socio-
economic inclusion, behavioural awareness, and cross-border
governance. Ultimately, the paper calls for a shift in
cybersecurity research and practice toward frameworks that
are not only technologically robust but also socially inclusive
and globally coordinated.
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INTRODUCTION
Cybersecurity has emerged as one of the defining challenges of

the twenty-first century, as societies, economies, and
governments increasingly depend on digital infrastructures for
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communication, commerce, and governance. The rapid
proliferation of cloud computing, mobile platforms, and
Internet of Things (10T) devices has created a complex cyber
ecosystem characterized by interdependence and scale. While
these technological advancements have enhanced productivity
and connectivity, they have also expanded the attack surface,
making cybercrime an escalating global concern. Conventional
research in cybersecurity has traditionally emphasized technical
safeguardssuch as encryption, intrusion detection, and network
hardeningaimed at addressing vulnerabilities in software and
systems. However, the multidimensional nature of cyber threats
reveals that technology alone cannot resolve the broader
challenges of security in cyberspace.

Despite the growth of scholarly literature, three persistent gaps
undermine the development of effective cybersecurity
frameworks. First, the issue of socio-economic inequality in
cybersecurity resilience has been underexplored. Most existing
research and policies are concentrated in developed economies,
while vulnerable populations and developing nations remain
disproportionately exposed to cyber threats. Limited access to
secure infrastructure, low digital literacy, and financial
constraints hinder their capacity to implement even basic
protective measures. This asymmetry not only deepens global
inequalities but also creates systemic vulnerabilities, as
attackers increasingly exploit weakly defended regions as entry
points into interconnected digital networks. Second, the
emphasis on purely technical solutions has led to the relative
neglect of human-centric threat vectors. Cybercriminals are no
longer confined to exploiting software vulnerabilities; instead,
they increasingly manipulate human behaviour through social
engineering, phishing, and insider collusion. These threats
exploit psychological, cultural, and organizational weaknesses
that cannot be effectively countered by technology alone.
Research that isolates technical defences from behavioural and
organizational contexts overlooks the most common attack
vectors shaping today’s cyber incidents.

Third, cybersecurity is inherently a transnational problem, yet
global responses remain fragmented and inconsistent. While
several countries have established national cybersecurity
policies, their scope and implementation vary widely, leading
to gaps in international cooperation. Legal harmonization
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remains limited, and mechanisms for sharing intelligence
across borders are often constrained by political and
jurisdictional barriers. As a result, cybercriminals exploit these
asymmetries, operating across borders with relative impunity.
The lack of systematic evaluation of policy effectiveness and
global cooperation frameworks is a critical omission in both
academic research and policy discourse.

This paper argues that to address these gaps, cybersecurity
must be reconceptualized as a techno-social and governance
problem, rather than a purely technical one. By examining the
intersections of socio-economic inequality, human behaviour,
and global policy, this study seeks to provide a more holistic
understanding of the cybersecurity landscape. The central
objective is to move beyond fragmented approaches and
propose integrative perspectives that emphasize inclusivity,
human-cantered resilience, and coordinated governance.

The contribution of this research lies in synthesizing disparate
literatures and highlighting underexplored areas that demand
urgent scholarly and policy attention. By foregrounding socio-
economic disparities, human-centric threats, and policy
fragmentation, this study not only identifies critical blind spots
but also establishes a foundation for future frameworks that
align technical innovation with social justice and international
cooperation. In doing so, the paper advances the case for a
multi-dimensional  cybersecurity  paradigmone  that s
technologically robust, socially inclusive, and globally
coordinated.

l. LITERATURE REVIEW

The body of cybersecurity literature has expanded rapidly in
recent years, reflecting the rising frequency and sophistication
of cyberattacks across the globe. Scholarly work, industry
reports, and government strategies converge on the recognition
that cybersecurity is no longer confined to the realm of
technical specialists but is a strategic concern for organizations
and states alike. However, while research on encryption,
intrusion detection, cryptographic algorithms, and network
resilience has matured considerably, other dimensions remain
comparatively underdeveloped. A review of existing
scholarship reveals persistent blind spots in three domains:
socio-economic inequalities in cybersecurity resilience, the role
of human-centric threats, and the effectiveness of global
governance frameworks.

1. Socio-Economic Inequalities in Cybersecurity

The literature on cybersecurity resilience often reflects a bias
toward developed economies and well-resourced organizations.
Studies by Zhang et al. (2010) and Mell & Grance (2011)
provided early frameworks for cloud and network security,
focusing primarily on technical standards applicable to
advanced economies. While subsequent research has refined
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these models, relatively few works address the vulnerabilities

of developing regions and marginalized populations. Scholars

such as Tanczer et al. (2018) note that cyber resilience requires

not only technological infrastructure but also digital literacy

and access to secure tools, resources often unavailable in low-
income settings.

Furthermore, global indices of cyber readiness, such as the
ITU’s Global Cybersecurity Index, reveal stark disparities in
capacity across regions. Yet, academic engagement with the
socio-economic implications of these disparities remains
limited. Research has largely overlooked how financial
constraints, limited state capacity, and weak institutional
frameworks exacerbate cybercrime risks in the Global South.
This omission is critical, as attackers increasingly exploit such
regions to establish footholds for launching transnational
cyberattacks. The gap highlights the need for integrative
studies that bring together cybersecurity with development
studies, economics, and digital inclusion.

2. Human-Centric Threat Vectors

A second strand of literature emphasizes the technical aspects
of cybersecurity at the expense of behavioral and
organizational factors. Social engineering attacks, insider
threats, and phishing campaigns account for the majority of
successful breaches, as reported in Verizon’s Data Breach
Investigations Report (DBIR, 2022). However, academic
research tends to treat these as secondary issues, focusing
instead on securing hardware, software, and networks.

Scholars such as Bishop et al. (2014) and Greitzer & Frincke
(2010) examined insider threats but framed them largely within
organizational security contexts, with limited adaptation to
multi-tenant and cloud-native environments. Similarly, works
on social engineering emphasize detection techniques but
rarely integrate insights from psychology, sociology, or
organizational behavior into systematic defense frameworks.
Recent contributions (e.g., Kriz et al., 2021) highlight that
attackers exploit cognitive biases, trust relationships, and
cultural dynamics, yet few models explicitly account for these
factors in designing holistic security strategies.

This lack of integration creates a significant research gap.
Defensive  architectures are heavily skewed toward
technological solutions, while attackers increasingly exploit
human vulnerabilities as the weakest link in the chain. A
stronger cross-disciplinary dialogue is required, one that
merges technical safeguards with insights from behavioral
science, organizational theory, and risk communication.
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3. Global Policy and Governance Challenges

The third domain of scholarship concerns cybersecurity
governance. With the transnational nature of cybercrime,
effective response requires global cooperation, legal
harmonization, and shared intelligence mechanisms. However,
the literature reveals a fragmented landscape. National policies,
such as the EU’s General Data Protection Regulation (GDPR)
or the U.S. Cybersecurity Information Sharing Act (CISA),
have been studied extensively for their domestic implications
(Kuner, 2017; Cate & Mayer-Schonberger, 2018). Yet, the
comparative effectiveness of these policies in a global context
remains underexplored.

Scholars such as Nye (2017) have called for international
norms and confidence-building measures in cyberspace, but
empirical studies of how such frameworks are implemented
and enforced remain scarce. Research often highlights the
importance of global cooperation but rarely provides detailed
evaluations of policy interoperability,  enforcement
mechanisms, and accountability structures. Moreover, political
considerations, sovereignty concerns, and trust deficits among
states complicate efforts to establish harmonized legal
frameworks. This gap leaves policymakers and practitioners
without clear guidance on how to design effective, enforceable,
and cooperative cybersecurity governance models.

Synthesis of Literature Gaps

Taken together, these strands of literature reveal three
overarching shortcomings. First, there is a clear geographical
and socio-economic bias, with insufficient attention to the
unique vulnerabilities of developing regions and marginalized
populations. Second, there is a disciplinary bias toward
technical solutions, which has resulted in limited engagement
with human behavior and organizational dynamics as critical
components of cyber resilience. Third, there is a policy
evaluation gap, where calls for global cooperation are not
matched by rigorous empirical studies of policy outcomes and
enforcement.

By synthesizing these insights, it becomes clear that existing
scholarship is fragmented and uneven, leaving critical blind
spots unaddressed. A holistic cybersecurity framework must
therefore integrate socio-economic, human-centric, and
governance perspectives, ensuring that technological defenses
are complemented by inclusive policies, behavioral insights,
and international coordination. This literature review thus
establishes the foundation for the present study, which seeks to
bridge these gaps and advance the discourse toward a more
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comprehensive, multi-dimensional approach to cybersecurity
research and practice.

1. TECHNICAL ROUTE OF THE STUDY

The technical route of this research is designed to provide a
structured and transparent pathway for analysing the identified
gaps in cybersecurity scholarship and practice. Unlike
experimental studies that rely primarily on laboratory testing or
simulation environments, this study employs a multi-
dimensional analytical approach, combining systematic
literature synthesis, conceptual modelling, and comparative
evaluation. The objective is to bridge the disconnect between
technical research, socio-economic realities, and global policy
frameworks by establishing a coherent analytical route that is
both reproducible and adaptable for future investigations.

The foundation of this route begins with the systematic
collection and synthesis of secondary sources, including peer-
reviewed journal articles, policy documents, regulatory
frameworks, and international reports such as those published
by the ITU, ENISA, and OECD. This ensures that the study
draws from diverse disciplinary perspectives—computer
science, law, economics, and social sciences—thereby avoiding
the siloed nature of much prior cybersecurity research. The
collected material is subjected to a thematic analysis process,
where patterns, recurring issues, and unresolved tensions are
identified across three domains: socio-economic inequalities,
human-centric  threat  vectors, and policy/governance
challenges.

The second stage of the technical route focuses on the
development of an integrative conceptual model. Each gap is
mapped to corresponding theoretical and practical dimensions.
For instance, socio-economic inequalities are analysed through
the lens of digital divide studies and capacity-building
literature, while human-centric threats are examined using
frameworks from behavioural security and organizational risk
management. Policy and governance challenges are assessed
through comparative regulatory analysis and international
relations theory. This stage allows the study to connect
technical risks with their social and political contexts, thereby
offering a holistic understanding of cybersecurity
vulnerabilities.

The third stage involves comparative evaluation and synthesis.
Case studies and examples of cyber incidents are examined to
illustrate how the identified gaps manifest in real-world
contexts. For example, ransomware attacks on healthcare
institutions in developing countries highlight socio-economic
vulnerabilities, while insider breaches within multinational
corporations demonstrate the inadequacy of purely technical
defences. Similarly, global responses to supply chain attacks,
such as the SolarWinds incident, reveal the limitations of

Ms. Suchismita Mahapatra, Mr. Padli Santosh Kumar and Deepanjali Harpal 16



International Journal of Innovative Research and Practices

fragmented policy approaches. These comparative insights are
not intended as exhaustive empirical testing but as illustrative
evidence that validates the theoretical framework of the study.

Finally, the technical route emphasizes reproducibility and
scalability. By clearly documenting the stages of data
collection, thematic analysis, conceptual modelling, and
comparative synthesis, the study provides a methodological
template that future researchers can adapt. This reproducibility
is particularly important given the rapidly evolving nature of
cybersecurity threats, ensuring that the framework can be
updated as new risks, technologies, and policies emerge.

In summary, the technical route of this research is grounded in
three principles: comprehensiveness, by integrating technical,
social, and policy perspectives; rigor, by systematically
synthesizing and analysing diverse sources; and adaptability,
by designing a route that can evolve alongside the dynamic
landscape of cybersecurity. Together, these principles ensure
that the study not only identifies gaps but also establishes a
methodological pathway for addressing them in both academic
and practical domains.
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1. METHODOLOGY

The methodology of this research is designed to provide a
structured, reproducible, and academically rigorous approach to
investigating the identified gaps in cybersecurity scholarship.
Unlike empirical studies that rely primarily on primary datasets
or controlled experiments, this work employs a qualitative and
conceptual research design. The objective is not only to
synthesize existing knowledge but also to reframe
cybersecurity as a multi-dimensional challenge that integrates
technical, socio-economic, and governance perspectives.

The study adopts a theory-building and synthesis approach
grounded in interpretive research traditions. By combining
systematic literature review methods with conceptual
modelling, the research constructs an integrative framework
that highlights overlooked aspects of cybersecurity. This design
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is particularly suited to emerging fields where empirical

evidence is fragmented, and where the aim is to consolidate
knowledge into a coherent direction for future inquiry.

Data SourcesThe primary sources of data for this study consist
of secondary materials, includingPeer-reviewed journal articles
in cybersecurity, computer science, law, and social
sciences.Policy documents and regulatory frameworks such as
GDPR, HIPAA, and India’s DPDP Act 2023.Global indices
and reports, including the ITU Global Cybersecurity Index,
ENISA Threat Landscape Report, and World Economic Forum
Global Risks Report.Case documentation of major cyber
incidents, such as the SolarWinds supply chain breach,
WannaCry ransomware outbreak, and insider-related data
leaks. The inclusion of diverse sources ensures a multi-
perspective analysis that avoids the disciplinary silos often
observed in cybersecurity research.
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Fig . 2. Methodological Framework of the Study

Analytical Approach, the methodology follows a multi-stage
analysis pipeline aligned with the technical route outlined
earlier , Thematic Analysis: Sources are reviewed to identify
recurring issues and unresolved debates within three categories:
socio-economic inequalities, human-centric threat vectors, and
governance/policy frameworks. This step highlights areas of
consensus, contradiction, and neglect.Comparative Evaluation:
Case examples are examined to illustrate how theoretical gaps
manifest in real-world scenarios. For instance, ransomware
incidents in under-resourced healthcare systems highlight
socio-economic  vulnerabilities, while insider breaches
underscore human-centric risks. Conceptual Modelling:
Thematic findings and case insights are mapped into an
integrative conceptual framework that links technical, social,
and governance factors. This model is developed iteratively,
ensuring that it reflects both academic debates and practical
realities.

Validation StrategyGiven the conceptual nature of the study,
validation does not rely on statistical testing but instead on
triangulation and theoretical saturation. Triangulation is
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achieved by drawing from multiple disciplines and data
sources, ensuring that insights are not confined to a single
perspective. Theoretical saturation is pursued by analysing
sources until new material yields diminishing returns,
confirming that the major dimensions of the problem have been
adequately captured.

Ethical and Compliance ConsiderationsAlthough the study
does not involve human subjects or sensitive datasets, ethical
responsibility remains central. All sources are properly cited to
maintain academic integrity, and the framework is explicitly
designed to align with global compliance requirements such as
GDPR, HIPAA, and the DPDP Act. This ensures that the
research not only advances academic knowledge but also
respects the ethical and legal context in which cybersecurity
operates.

Expected OutcomesThe methodological design is structured to
yield three main outcomes:A holistic synthesis of socio-
economic, behavioural, and policy gaps in cybersecurity
research.A comparative evaluation of how these gaps manifest
in practical incidents across different regions and
industries.conceptual framework that integrates technical,
social, and governance dimensions, offering both scholars and
policymakers a foundation for designing inclusive, resilient,
and globally coordinated cybersecurity strategies.

V. EXPERIMENTAL RESULTS AND ANALYSIS

The results of this study emerge from the structured analytical
pathway outlined in the technical route and methodology.
Through systematic literature synthesis, thematic analysis, and
comparative evaluation, three critical dimensions of
underexplored cybersecurity challenges were identified and
substantiated with evidence from real-world case contexts.
These results highlight the fragmented nature of existing
scholarships and underscore the urgent need for integrated
approaches that link technical, socio-economic, and policy
domains.

1. Socio-Economic

Inequalities in Cybersecurity

Resilience

The first major finding of the study is the extent to which
socio-economic inequalities shape the distribution of
cybersecurity risks and resilience. The thematic review of
literature revealed a heavy concentration of scholarly work on
technologically advanced economies, while developing regions
remain largely underrepresented. This disparity mirrors the
global digital divide, where limited infrastructure, inadequate
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investment in cybersecurity measures, and low levels of digital
literacy contribute to heightened vulnerabilities.

Case evaluations reinforce this finding. For instance,
ransomware incidents targeting healthcare institutions in
developing countries demonstrated how limited financial and
technical resources delay recovery and amplify harm.
Similarly, underfunded educational institutions and small-to-
medium  enterprises (SMEs) were found to be
disproportionately impacted by cybercrime, not only because of
weaker defenses but also due to limited access to affordable
insurance or recovery services. These results confirm that
cybersecurity risks are unevenly distributed across socio-
economic lines and addressing them requires not just
technological solutions but also targeted investments,
education, and capacity-building initiatives.

2. Human-Centric Threat Vectors as Persistent Blind
Spots

The second major result concerns the underappreciation of
human-centric threat vectors within academic and practical
cybersecurity discourse. Thematic analysis revealed that while
insider threats, phishing, and social engineering are widely
acknowledged, they remain secondary in most security models
compared to technical vulnerabilities such as software flaws or
network misconfigurations.

Comparative case analysis supports this conclusion. Insider
data breaches within multinational corporations and successful
phishing campaigns during the COVID-19 pandemic highlight
how behavioral and cognitive factors remain the most exploited
vulnerabilities. Attackers frequently leverage psychological
manipulation, trust exploitation, and social contexts, which
purely technical defenses cannot adequately counter. Despite
the increasing sophistication of detection systems, the results
indicate that the weakest link in cybersecurity remains the
human element, and this gap persists due to insufficient
integration of behavioral science, psychology, and
organizational risk management into mainstream cybersecurity
frameworks.

3. Fragmentation of Global Policy and Governance
Frameworks

The third significant result highlights the fragmented and
inconsistent nature of global cybersecurity governance. While
regulatory instruments such as GDPR in the European Union
and HIPAA in the United States provide strong local
frameworks, their global interoperability is limited. Thematic
synthesis revealed that scholarly engagement with cross-border
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governance mechanisms is scarce, despite growing
acknowledgment that cyber threats operate transnationally.

The analysis of cases such as the SolarWinds supply chain
attack demonstrated that the absence of harmonized
international cooperation can delay detection, hinder
attribution, and limit coordinated responses. Furthermore,
sovereignty concerns, competing national interests, and
inconsistent enforcement weaken the effectiveness of existing
treaties or agreements. These findings confirm that global
policy gaps not only persist but also exacerbate the risks of
advanced cyber threats, leaving multinational corporations,
critical infrastructures, and smaller states particularly exposed.

Factors compounding the complex nature of cybersecurity

cyber skills gap

Complexity in
cybersecurity

Supply chaif
Mterdependencie®

Fig. 3. Impact of Socio-Economic Inequalities on

Cybersecurity Resilience

4. Integrated Synthesis of Results

Taking together, these results reveal a pattern of imbalances
and blind spots in current cybersecurity discourse and practice.
Socio-economic inequalities create uneven vulnerability across
populations and regions; human-centric threats remain
inadequately addressed despite being a dominant attack vector;
and fragmented governance prevents the establishment of
robust international safeguards. These dimensions are not
independent but deeply interconnected. For example, socio-
economic weaknesses amplify the impact of human-centric
attacks, while fragmented governance limits the ability to
coordinate protective measures globally.

By synthesizing these results, the study demonstrates that
cybersecurity cannot be meaningfully advanced without
bridging disciplinary, regional, and institutional divides. The
results therefore provide the foundation for a conceptual
framework that emphasizes inclusivity, human awareness, and
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global cooperation as essential complements to technical
innovation.

¢ ®
Factors compounding the complex e
nature of cybersecurity

%°

ove
Complexity in
cybersecurity

tensions /¥

Regulatory
requirements
Ay
@®
Supply chain

interdependencies

Fig 4. Fragmentation of Global Cybersecurity Policies

A world map with regions shaded differently (e.g., EU —
GDPR, US — HIPAA/CISA, India — DPDP Act, others with no
strong law).lllustrates policy silos and governance
fragmentation, connecting to your third finding.

CONCLUSION

Cybersecurity has evolved into one of the most critical
domains of the twenty-first century, yet the findings of this
study confirm that much of the existing scholarship remains
narrowly focused on technical vulnerabilities, often neglecting
the socio-economic, human, and governance dimensions that
shape the global cyber landscape. By systematically analyzing
literature, policies, and case studies, this research has
identified three critical gaps: socio-economic inequalities in
resilience, the persistent underestimation of human-centric
threat vectors, and the fragmented nature of global
cybersecurity governance. Together, these gaps illustrate that
the current cybersecurity discourse is fragmented,
imbalanced, and insufficient for addressing the complexity of
modern cyber threats.

The first key insight is that cybersecurity risks are unevenly
distributed  across  socio-economic  lines.  Vulnerable
populations, underfunded institutions, and developing regions
are disproportionately exposed to cybercrime due to limited
infrastructure, inadequate investment, and insufficient digital
literacy. This reinforces the argument that cybersecurity must
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be viewed not merely as a technical challenge but also as a
matter of social justice and digital inclusion.The second
conclusion underscores that human vulnerabilities remain the
most exploited vector in cyberattacks. Despite advancements
in intrusion detection, cryptography, and threat intelligence,
the exploitation of cognitive biases, insider risks, and social
engineering continues to drive successful breaches. This
finding calls for greater integration of behavioural sciences,
psychology, and organizational theory into cybersecurity
frameworks, shifting the discourse from “machines alone” to
“machines and humans together.”Third, the study highlights
the urgent need for coordinated global governance.

The persistence of fragmented, jurisdiction-specific
approaches  undermines  collective  defines  against
transnational threats. Incidents such as supply chain
compromises demonstrate that cyber threats are borderless,
yet responses remain constrained by sovereignty concerns,
inconsistent enforcement, and the absence of interoperable
frameworks. Without stronger international cooperation,
information sharing, and harmonized policies, global resilience
will remain elusive.Collectively, these insights lead to a critical
synthesis: cybersecurity cannot be secured through
technology alone. Rather, it requires a multi-dimensional
framework that bridges disciplinary divides and balances
innovation with inclusivity, human awareness, and cross-
border cooperation. The contribution of this study lies in
reframing cybersecurity as a holistic challenge, emphasizing
the interplay of technical, social, and political factors in
shaping both risks and responses.

Finally, this research opens several avenues for future
investigation. Empirical studies are needed to quantify the
socio-economic impacts of cybercrime on vulnerable
populations, to develop reproducible benchmarks for human-
centric security models, and to evaluate the effectiveness of
emerging international agreements. Addressing these gaps will
not only enrich academic understanding but also equip
policymakers, organizations, and societies with the tools to
build a more resilient, equitable, and globally coordinated
digital ecosystem.In conclusion, the study reaffirms that the
future of cybersecurity depends on bridging silos—between
regions, disciplines, and governance systems. Only by adopting
a truly integrative approach can the global community
respond effectively to the complex and evolving nature of
cyber threats in the digital era
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